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Short Abstract 

Deliverable D1.6 provides the third specification of citizen and professional user 
requirements and their respective performance criteria. The report delivers 
insights into the methodological approach for conducting co-creation 
engagements with citizen and professional users, in and after COVID-19 
lockdowns. It shows how the collective work environment for user rquirements 
and performance criteria – the Performance Accountability Table (PAccT) – has 
been re-structured to further improve productivity and accountability. The report 
finally outlines the main challenges of the platform infrastructure based on the 
analysis of engagements with users and their needs.  
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Executive Summary 
The objective of Deliverable 1.6 is to specify a third set of user requirements (URs) and 
identify the related performance criteria (PC). It builds on the first (D1.3, M12) and the 
second set of URs and PC (D1.5, M24).  

After the Document Summary (Chapter 1) and the Introduction (Chapter 2), in Chapter 
3, we discuss our methodological approach and what it meant to conduct empirical 
social science research in and after the COVID-19 lockdowns. In this chapter, we first 
revisit the general approach to co-creation before we offer some reflections on our 
methodological toolbox, which we established and reported on in the first year of the 
project. Then, we continue with a detailed description of our third-wave engagements 
with citizen and professional users. This comprises a description of (1) user 
engagements with citizens and researchers, in which we focused on data provision for 
research, and (2) our work of tracing platform interactions by collecting frictions that 
occurred when becoming and remaining a user by talking to citizens and health care 
professionals. After presenting the newly established tool Friction Input and Story 
Collector (FISC), we briefly reflect on the reusability of our methodology, which we will 
devote more space to in the Final Report on User Requirements and Performance 
Criteria (D1.7) that concludes Task T1.3 (M40). Chapter 3 closes with a section on the 
project’s engagements with policy actors, which is grounded in the need to raise 
awareness and engage with policy actors as a mean to better perceive the benefits, 
risks, and constraints of developing a citizen-centred health data platform.  

Chapter 4 gives an updated outline of how Smart4Health proceeds to ensure 
performance accountability. Central to the Smart4Health project is its citizen-
centeredness regarding both the goal of developing an interoperable EU-EHR 
prototype, and the means of achieving it through its dedication to co-creation. The 
input retrieved and generated from engagements with (potential) users needs to be 
taken up with great care in the development process throughout the project. It is 
important to remain transparent about where and how user input has been 
incorporated, and thus enable accountability for how the development performs under 
the project’s propositions of citizen-centeredness and co-creation. Chapter 4 starts 
with a recapitulation of the process of working with the Performance Accountability 
Table (PAccT) and its four spaces, through which URs can move: the Requirements 
space, Integration space, Assessment and Validation space, and the Documentation 
space. Then, we discuss in detail the process of restructuring the PAccT and the URs 
and PC it contains. The restructuration was done according to the six broader 
functionalities of the platform – the Use Design Cases (UCDs) MyHealthView, 
MyTrusted, MyScience, MyTime, MyWork and Mob.E.Health. Furthermore, the 
restructuration process meant that all URs of the first three waves of co-creation were 
reviewed, in order to ascertain potentials for aligning new with previous URs, and in 
effect achieve a refined and consolidated specification of URs and PC across the 
waves. The Chapter ends with an overview of the technical implementation of the URs 
so far.  

Chapter 5 describes the main challenges of the platform infrastructure, which resulted 
from the qualitative analysis done for the consolidation of URs across waves. In this 
chapter, we summarize the overarching needs that the specific functionalities of the 
platform should be able to address. The objective is to provide high-level insights from 
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an assessment of user-based articulations of needs regarding the Smart4Health 
platform infrastructure in-the-making, in a narrative manner of describing the main 
lines. Chapter 5 starts with a brief explanation of this approach and offers a list with 
key points. We then move through the UDCs MyHealthView (the functionality of 
overviewing, managing and navigating data), MyTrusted (the functionality of sharing 
data with trusted actors) and MyScience (the functionality of providing data for 
research) and summarize the key challenges that need to be taken into account for the 
platform prototype to be functional, meaningful, and sustainable from a user 
perspective. The list of URs and PC (spanning wave 1-3 of co-creation), that these 
analyses are based on, is ordered according to the UDCs and can be found in the 
Annex. 

Chapter 6 ends the report with a summary, some final considerations for our future 
work in the fourth and final wave of co-creation.  
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1 Document Summary 

1.1 Smart4Health Project Overview 
Smart4Health: Building today a healthier tomorrow 

Smart4Health aims at empowering EU Citizens with an interoperable European 
Electronic Health Record (EHR) exchange that supports EU citizens to be active 
participants in managing their own health. The key objective of Smart4Health is to 
place the citizen in the centre of decisions with regard to their own health care by 
enabling the possibility of sharing health data with different clinicians, medical centres, 
local and international societies, for research activities as well as to engage directly 
with health care providers. The 4HealthPlatform allows citizens to collect, store, 
manage, access and share their own health and health care data, through an easy-to-
use, secure, constantly accessible and portable health data and services prototype 
within the EU and beyond. The 4HealthPlatform data layer connects with the 
4HealthNavigator portal for services and applications to provide advanced 

personalised health services that 
are accessible anytime and 
anywhere. Citizens are able to 
upload data (from EHRs over 
self-collected data to work-
health related data) in the use 
design cases MyHealthView, 
MyTime and MyWork. Also, they 
are able to share data with health 
care professionals in situations 
when reliable health information 
is essential to ensure efficient 
health care as well as with other 

persons of trust such as family members (MyTrusted, Mob.E.Health). Finally, citizens 
willing to support science can provide their data to the scientific community 
(MyScience). The technological elements are developed in a co-creation process 
drawing on eight Citizen Use Cases. These cases cover all aspects of citizens’ active 
role in using the 4HealthNavigator to access the 4HealthPlatform. Citizen and 
professional user engagement aims to understand and 
align user needs for a mutually valuable solution and to 
ensure positive user experience and system usability. 
Citizens from different national, cultural and institutional 
health-related contexts are able to interact with and test 
the different steps of health data management at home, at 
work, while traveling, or during leisure and sport activities. 
Smart4Health follows a truly multidisciplinary approach 
with a project team constituted by eighteen beneficiaries 
from eight different European Union member states and the United States of America, 
including ICT developers, hospitals, social sciences researchers, physiotherapists, 
nurses, informal caregivers, regional government, research centres, universities and 
SMEs.  
Smart4Health will contribute to a positive impact on EU citizens’ health and wellbeing, 
for building today a healthier tomorrow. 
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1.2 Deliverable purpose and scope 
The objective of D1.6 3rd Specification of user requirements and performance criteria is 
to deliver a third set of user requirements and related performance criteria, to be 
addressed and implemented in WP2 and WP3, thus, substantially shaping the 
development of the entire platform infrastructure. This is a “living document”: it is the 
continuation of work reported in D1.3 1st Specification of user requirements and 
performance criteria (M12) and in D1.5 2nd Specification of user requirements and 
performance criteria (M24), and it will be updated in form of D1.7 Final report on user 
requirements and performance criteria (M40).  

1.3 Impact and target audiences 
This deliverable is meant for both project internal as well as external audiences (e.g., 
potential users). Building such a complex health data infrastructure to be used across 
different European national/cultural contexts and which integrates different types of 
health data is a unique project in size and complexity. Thus, it is crucial for the project 
consortium to ensure that the requirements from both citizen and professional users 
(in health care and research) are well represented and aligned, and moreover integrated 
into the technical development – along the whole process and in the different sites 
where the platform is discussed and tested. The third set of user requirements and 
performance criteria delivers a further set of crucial input from co-creation 
engagements and provides a means of orientation in the development process. 

1.4 Deliverable methodology 
The report on the 3rd specification on user requirements and performance criteria was 
produced by UNIVIE with input received throughout the recent empirical wave by:  

• partners responsible for the technical implementation and reporting on its 
current status (HPI, HM, D4L),  

• partners who engaged with policy actors (EFN, UNINOVA, HPI) and/or reported 
about policy relations of performance criteria (EFN, EASPD), 

• partners who recruited participants for co-creation engagements or provided 
access to them (UNINOVA, ZS-UG, ISMMS, ELIXIR-LU, OSR, GovMad), 

• partners who contributed by providing tools for engagements (ITTM) or 
feedback on the elicited user requirements and performance criteria in the 
PAccT (HPI, D4L). 

1.5 Document structure 
The introduction will detail the aim and scope of the report (chapter 2). It continues 
with the general approach and methods used in and after COVID-19 lockdowns in 
chapter 3, which provides a methodological reflection on the co-creation engagements, 
and an overview of the types of engagements and participants, including citizens, 
professionals, and policy actors. Chapter 4 focuses then on the PAccT as collective 
work environment, how it has been re-structured by Use Design Cases (UDCs) to 
incorporate all newly and previously elicited user requirements (URs) and their 
performance criteria (PC), and how the current status of implementations is able to 
address URs. In chapter 5 we outline articulations of the main challenges of the 
platform infrastructure, based on user engagements and the analysis thereof. Its 
sections follow along the main functionalities that have been in focus in this empirical 
wave, and provide high-level insights of the related URs. While the report concludes 
with the summary and final considerations, the Annex is of particular importance as it 
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provides the major achievement of the entire list of user requirements and the 
respective performance criteria developed so far, as well as their current space 
allocation in the PAccT, reporting on the degree of their realization in the development. 

1.6 Document status 
After having received and integrated the feedback from our contributors and internal 
reviewers, this is the final version of D1.6. Upcoming results regarding the elicitation 
of user requirements and the development of performance criteria will be reported in 
D1.7 (M40). 

1.7 Ethics 
This deliverable continues to be related to ethics through the topic of informed consent 
(IC) in the following ways. In our general approach in section 3.1 we explicate how we 
use situation- and context-specific IC forms for co-creation engagements and reflect 
in section 3.2 how remote engagements are suited for evaluations of IC content. In this 
recent wave an advanced version of the IC for the Research Platform (RP) was a topic 
for such engagements, as we detail in section 3.3.1, with insights being reported in 
section 5.4. The IC for the Citizen Health Data Platform (CHDP) continues to be a topic 
to provide feedback on, but now through CUC partners who will report on observed 
frictions in the registration process of or for citizen users via a specific template (see 
section 3.3.2). 

1.8 Dependencies and supporting documents 
This document draws on D1.1 Social Sciences and Humanities Framework which outlines 
the main considerations for developing the health data platform prototype by 
emphasizing responsible research and innovation and diversity. D1.2 Report on the 
methodological design of the co-creation environment is referred to as it spells out the 
overall co-creation approach and establishes a methodological toolbox that was drawn 
from and developed further. It builds on the first specification of user requirements 
outlined in D1.3 1st Specification of user requirements and performance criteria (M12) as 
well as on the second specification of user requirements and performance criteria 
outlined in D1.5 2nd Specification of user requirements and performance criteria (M24). 
Furthermore, it connects to D1.4 1st Citizen/User Consent Language Report (M12) 
regarding what needs to be taken into account when addressing informed consent in 
health-data related domains, to D8.1 H - Requirement No. 1 (M24), where the 
procedures of recruitment and the process of obtaining informed consent are detailed, 
and to D8.2 POPD – Requirement No. 2 (M24), where the procedures for the protection 
of data in the empirical work is described. 

The work that is cumulatively reported in this deliverable covers all three completed 
waves of co-creation. Thus, finally, it has fed into the technical development processes 
and has thus contributed to the deliverables: 

• D2.1 4HealthPlatform detailed prototype plan and specifications requirements 
report (M12), D2.2 4HealthPlatform Citizen Health Data Platform 
Implementation (M24),  

• D2.3 4HealthPlatform De-identified Research Platform Implementation with 
analytics, connectivity and access control, de- identification/pseudonymization, 
data integration/harmonization (M30), 
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• D3.1 4HealthNavigator portal detailed engineering requirements and software 
architecture report (M12),  

• D3.2 4HealthNavigator Portal user sign-up, login and record deletion (M18),  
• D3.3 4HealthNavigator portal dynamic consent, access rights management (M24) 

and  
• D3.4 4HealthNavigator User Portal (M32). 

1.9 Main results 
The main results of this deliverable are:  

• a further refined co-creation approach through methodological reflection, 
• the description of conducted user engagements with citizens and professionals 

(in health care and research), 
• the re-structuration of the PAccT by the UDCs as high-level ordering principle, 
• the establishment of a third set of URs ranging from Y1 to Y3 of the project, 
• a full specification of formulated PC for the third set of URs where applicable, 
• and a narrative analysis of UR categories and relations thereof in the UDCs 

MyHealthView, MyTrusted and MyScience. 

1.10 Future work 
Directly related to this report is the upcoming D1.7 (M40), the final 
specification/report of user requirements and performance criteria. Also linked to this 
deliverable is D1.8 Description of the Use Design Cases from the citizen/user perspective 
(M42) because: 

• the Use Design Cases represent the major functionalities of the platform, 
• they are introduced here as high-level ordering principle, 
• they are also elaborated through the iterative co-creation process of task T1.3 

(Citizen/user co-creation: user requirements, performance criteria, implementation),  
• and will be (further) shaped by the elicited user requirements. 

Moreover, D1.6 will be related to D1.10 Validation Report (M50), as it sets the technical 
implementations in close relation with URs and their PC, which serve as guiding 
principle for implementations. 

1.11 Remarks and considerations 
This deliverable is a “living document” to follow the realisation of user requirements 
and performance criteria along the processes of development, design and 
implementation, as well as the validation and assessment thereof. Thus, it will be 
updated throughout the project with further achievements reported in the final follow-
up deliverable D1.7, and will also contribute to the related deliverable D1.10. 

1.12 COVID-19 impact and mitigation measures 
The COVID-19 pandemic situation continued to pose challenges with regards to 
conducting face-to face citizen/user engagements. These, however, could be 
continued through successful mitigation measures like remote engagements with 
citizens and professionals, and returning to face-to-face engagements under strict 
safety measures when local situations allowed for it. For details see Chapter 3 on the 
general approach and methods in and after COVID-19 lockdowns. 
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2 Introduction 
This report focuses on the process of specifying a third set of user requirements that 
describe the functionalities of the platform, identifying the related performance criteria 
and of organizing the accumulated set of requirements from waves 1-3 of co-creation 
according to the platform functionalities. One final report will follow in M40.  

The report is organized in the following way:  

In Chapter 3, we discuss our methodological approach, in particular in and after the 
COVID-19 lockdowns. We first revisit the general approach to co-creation and offer 
some reflections on our methodological toolbox, in particular in times of COVID-19. 
Then, we provide a detailed delineation of our third-wave engagements with citizen 
and professional users and offer a description of an important methodological addition. 
Chapter 3 ends with an account of the project’s engagements with policy actors. 

Chapter 4 provides an update on Smart4Health’s approach to ensure performance 
accountability, which is grounded in the need of remaining transparent about where 
and how user input has been incorporated, and thus enable accountability for how the 
development performs under the project’s propositions of citizen-centeredness and 
co-creation. The chapter starts with a recapitulation of the work with the project-
internal Performance Accountability Table (PAccT), moving to a description of the 
restructuration of the PAccT and the user requirements therein. This happened 
according to the six broader functionalities of the platform – the Use Design Cases 
(UCDs) MyHealthView, MyTrusted, MyScience, MyTime, MyWork and Mob.E.Health 
– and involved also a refinement and consolidated specification of the URs and PC. The 
Chapter ends with an overview of the technical implementation of the URs so far.  

Chapter 5 describes the main challenges of the platform infrastructure, which resulted 
from the qualitative analysis done for the consolidation of URs across waves. First, it 
gives a brief explanation of our approach and summarizes the insights in a number of 
key points to consider. The analysis follows the UDCs MyHealthView (the functionality 
of overviewing, managing and navigating data), MyTrusted (the functionality of sharing 
data with trusted actors) and MyScience (the functionality of providing data for 
research) and summarizes the key challenges that need to be considered for the 
platform prototype to be functional, meaningful, and sustainable from a user 
perspective. The updated, consolidated and restructured list of URs and PC (spanning 
wave 1-3 of co-creation) can be found in the Annex.  

Chapter 6 concludes the report with a summary and some final considerations for our 
future work until the end of Task 1.3 to be reported in D1.7 (M40).  
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3 General approach and methods in and after COVID-19 
lockdowns 

3.1 General approach 
Before we offer some methodological reflections on our empirical engagements in 
wave 1-3 of co-creation and describe our concrete empirical approach in wave 3, let 
us briefly revisit our general approach to co-creation (text adapted from D1.5). As 
Figure 1 shows, the iterative co-creation approach of Smart4Health covers five steps 
from defining the key features of the health data platform to the integration and 
validation. We want to point out that infrastructures never start de novo, but always 
build on pre-existing ones. Some structural key features and technical functionalities, 
which the prototype to be developed should have, already were in place at the proposal 
stage. Also, there are sets of standards of how to build such infrastructures as well as 
regulatory systems governing these infrastructures (e.g., GDPR). This means, that there 
were specific starting points for processes of co-creation, while the detailed key-
features of the platform were still open to be defined, developed and refined following 
the requirements expressed by citizens and professional users. 

 
Figure 1 - Iterative process of eliciting user requirements and developing performance criteria. 

This iterative process as outlined in Figure 1, goes through 5 steps, with regular 
feedback loops between them. 

(1) In a first step it is essential to reflect ‘the problem’ to which health data 
infrastructures are ‘the solution’. This involves identifying who needs to be 
involved in deciding on requirements and who will be affected by both the way 
the problem gets framed and which solutions are deemed appropriate. 

(2) In step 2, once the user requirements (URs) are gathered, they are classified into 
groups of requirements, which address specific functionalities of the 
infrastructure to be built, as well as condensed and refined over the course of 
the project.  

(3) In a next step, step 3, the elicited URs are evaluated for functionality and 
feasibility – both through assessment by the technical partners, through 
feedback from consortium members as well as, where needed, through 
involving further user groups in a next loop of the co-creation process. Also, in 
this step decisions are made whether certain user requirements can be realized 
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and which developments to prioritize. At this stage one also needs to reflect on 
the emergent (partly unintended) system properties and how they (might not) 
match user expectations. 

(4) Along with spelling out URs, in step 4, also performance criteria (PC) emerge out 
of a fine-grained analysis of ethnographic observations, justifications and 
argumentations of citizens as well as other context relevant information which 
we produced through our qualitative approach.  

(5) Finally, step 5, the process of specifying URs and PC “ends” with their 
integration into the design, development and implementation process. This is 
continuously being monitored in the Performance Accountability Table (PAccT) 
in order to trace the decisions, and achievements along the project.  

 
Throughout the process of gathering URs, we are attentive to inclusiveness to ensure 
the diversity of users to engage with as well as the geographic regions covered by the 
CUCs working with actual users present in the consortium (Germany, Luxemburg, 
Portugal). Furthermore, each information gathering activity uses a situation- and 
context-specific informed consent (IC) form, which explains the purpose and format of 
the information gathering, states that we wish to record and transcribe the 
conversations (both interviews and discussion groups) for closer analysis, outlines the 
fact that we will use data only in a pseudonymized form, that data are stored on a 
password protected server at the University of Vienna and that only the group 
producing the data will have access. These restrictions are there to assure participants 
that what they share with us will be treated with the highest standards of 
confidentiality. This is essential as participants might see our interaction as potentially 
intervening in their interaction with the HCP or with their employer (in case of work-
related CUCs).  
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3.2 Methodological reflection 
As reported in D1.2, our co-creation work started out from the “requirement to 
construct a co-creation environment that is variable and flexible, yet durable and allows 
for situated depth as well as for longitudinal practices of (re-)engagement” (D1.2). In 
the first year of the project we thus developed a methodological toolbox, from which 
we would draw in assembling the most appropriate method for a particular group of 
participants, a specific set of questions, a particular point in time etc. The toolbox 
contained a variety of methodological approaches with a broad scope to account for 
the anticipated diverse demands of different empirical situations (see D1.2, p. 20-23). 
It comprised the following methods: 

• discussion settings with diverse user groups (non-/potential users, citizen users, 
professional users) such as Co-creation Workshops (CCWs), User Engagement 
Exercises (USEEs) and Longitudinal accompanying user groups (LAUG) 

• face-to-face qualitative interviews  
• walkshops and other forms of ethnographic observations, to understand 

potential users’ context and practices of work and the situations of (potential) 
platform use  

• questionnaires for feedback on and validation of specific features or aspects of 
the platform prototype 

• reflection workshops within the consortium.  

Apart from the questionnaire, the methods in our toolbox are qualitative research 
methods. We want to underline that we do not see our qualitative engagements as 
precursor to quantitative methods, which then more broadly investigate the results 
yielded by the qualitative engagements. Instead, in our work we see quantitative 
questionnaires as an addition to our methodology that supports and triggers the 
expressions of issues, challenges and concerns within a testing situation, leading the 
analytic view of the interviewer as well as the participant. In wave 3 of co-creation, we 
have used a questionnaire in combination with ethnographic observations and 
conversations, which contextualize the answers given and give us insights into how 
people value what Smart4Health aims to offer and how they justify why they make a 
choice and tick a specific box in a questionnaire. This adds empirical depth to the 
singular selection of an answer category.  

The methodological toolbox was crucial for the continuation of the citizen-centred co-
creation approach, as we were able to adapt, develop and add methods in a flexible 
way (e.g., FISC, see section 3.3.2). Before we go into the methodological details (in 
section 3.3), we first want to take a moment to reflect on the effects of ensuring co-
creation in the times of COVID-19 that were generally characterized by remote 
engagements. 

When the pandemic started early in 2020, at the beginning of our second wave of co-
creation (i.e. when the stage of USEEs with CUC participants was expected to begin), 
the breadth of the methodological approaches available and the flexibility we had 
inscribed into the establishment of the co-creation environment helped us in finding 
mitigation measures. As reported in D1.5, we adapted the USEE method towards three 
rounds of remote User Engagement Exercises (rUSEEs). The observations of testing 
situations were performed in Vienna, due to pandemic-related travel restrictions. Face-
to-face qualitative interviews were substituted by remote interviews. In year 3, 
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however, first face-to-face observations of platform use could be conducted in 
Madeira and will be continued broadly in wave 4, as most of the CUCs are now running.  

There are two issues we want to address with regard to co-creation in times of COVID-
19, where a lot of the co-creation work had to be conducted in remote settings. 

First, there is the issue of linear communication in online discussion groups. In the 
rUSEEs of wave 2 of co-creation as well as in the remote interviews with potential 
citizen users we saw the predominance of a perspective on linear processes. We have 
to be aware that such a change in the social setting of discussions, even if carefully 
methodologically designed, potentially limits our possibilities to observe certain 
aspects essential to co-creation (Law 2009).  

For instance, the co-creation workshops of the first year generated rich material on 
how citizens feel about providing data for research. The participants offered insights 
into the complex and intricate ways of valuing the possibilities of data provision for 
research and into the favourable circumstances in which they would provide their data 
for research. The setting was face-to-face and the group was assembled around a table. 
They were all able to see each other, interact interpersonally with the others to whom 
they set themselves in relation, respond to what was being expressed verbally and non-
verbally, to what was being shown, to the tone of voice of the others, their gestures 
and body position.  

These processes of expressing their values regarding the provision of data for research 
were complex, associative, multi-layered, and highly interactive. For instance, one 
participant would voice something, another one would push the point forward, and a 
third one would only use one notion from the first participant and develop a separate 
but related narrative. These exchanges and dynamics allowed us to gain insights into 
the value orders of participants, but also into certain flexibilities, where positions could 
be negotiated and changed. Turn taking was done routinely, and aside from rare 
confrontational or heated moments in the discussion it largely seemed to be clear to 
the participants – as competent communicators – when to speak and when to let 
others speak.  

In our adaptation of the User Engagement Exercises to a remote setting, we reflected 
on the intricacies of turn-taking and on the difficulties due to the limitation of non-
verbal communication on digital platforms. By carefully selecting the situations of 
potential platform interactions, by reading out their descriptions and by posing concise 
yet open questions, we could ensure giving the participants enough time for 
contemplation, in particular as we were unable to read the non-verbal signs of 
understanding quite as well through a monitor. However, the remote setting, from our 
experience, not only draws from but also brings into being a linear form of 
investigation. Participants tended to not engage with each other around an issue raised, 
but rather respond one after the other to a question posed. This was clearly visible 
when discussing with co-creation partners in the consortium and, crucially, with the 
citizens. The exception was a setting, in which the participants were physically in one 
room and knew each other, while the moderation team was remote. In this case, the 
discussion happened in a similar manner as when face-to-face.  

The linearity, however, was quite appropriate for the straightforward assessment and 
evaluation of the research consent and catered well to the needs we had here. This 
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observation makes the case for a combination of remote and face-to-face approaches. 
However, it is important to underline that this exercise also expected from participants 
certain capacities: while we aimed to adapt our card-based approach (Felt et al. 2014; 
Felt et al. 2018) in digital form (as it supports discussants), the engagements on 
informed consent was a relatively text-heavy exercise, privileging experienced readers, 
who can read, process and understand text relatively quickly, in order to formulate 
their judgement. 

Second, with such a remote approach it was unavoidable to run into infrastructural 
exclusions. More specifically, by shifting our face-to-face engagements to digital form, 
we inevitably reproduced pre-existing “digital exclusions”, as remote co-creation 
requires citizens to have their own technical setup and bring a certain degree of digital 
literacy. Not all citizens were able to do so, given the unequal distribution of fast 
computer systems, laptops with high quality cameras and microphones, connection to 
high-speed internet, with a data plan that allows for screen sharing, camera use and 2 
hours of engagement.  

There was one situation where a potential participant, who previously had participated 
in a co-creation workshop, showed great interest in the assessment and evaluation of 
the consent for data provision for research. However, he neither had the proper 
equipment to participate nor the financial means to keep up to date technically. In 
other situations, the participants’ technical system was not very good and there were 
substantial difficulties in mutual understanding. These difficulties, however, that could 
have caused a discontinuation were bridged by our previous research relation (as also 
this person had been a co-creation workshop participant before), and by the 
participants’ generosity and patience. It thus needs to be critically reflected what it 
means for justice in co-creation, if the tools for participation are outsourced to 
participants – from our perspective, using digital engagements can be a mitigation 
measure, but does not fully allow for just and sustainable co-creation practices. 
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3.3 Engagements with citizen and professional users 
Due to the ongoing COVID-19 restrictions, the 5th General Assembly (January 2021) 
did not happen in person, but in a remote setting. As the user ecosystems had already 
been defined in the co-creation workshops at the 3rd General Assembly in Potsdam 
(January 2020), they merely required adaptations and expansions, which is something 
that is being done on a regular basis, taking into account the developments in the 
Citizen Use Cases (CUCs).  

For that matter, we collectively stabilized the timeline in the beginning of wave 3 in the 
WP1 TelCos. We established a choreography that was flexible enough to be adapted 
with regard to the availability of interview partners and workshop participants in the 
CUCs, but defined enough to hold the partners accountable. Figure 2 depicts from top 
to bottom a schematic1 overview of:  

• the types of users (researchers, citizens, and HCPs) and the topics to be 
explored,  

• the timeline for user engagements with related input requests for technical 
deliverables, 

• which partners can provide access and/or recruit which user types when,  
• and the platform functionalities that were to be explored and tested in wave 3.  

 
Figure 2 - Stabilized timeline for the third wave of co-creation. 

The empirical work in wave 3 followed a two-pronged approach: first, our main focus 
was on the provision of data for research, bringing into conversation citizen user 
requirements and those of researchers, whom we conceptualized as potential 
professional users of the provided health data. Second, we traced how citizens actually 

 

 
1 Please note that the image of the wave timeline has been included as an illustration of the work structure and 
process. The details of when which engagements could be done and how are explicated out throughout the chapter.  
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interact with the platform prototype in the CUCs that started in the first and second 
quarter of year 3. We paid special attention to what frictions and challenges surfaced 
here also including feedback from supporting HCPs. We focused on the entire process 
of becoming a platform user, which does not end once the registration process has 
been completed, as well as with regard to the sharing process. More engagements with 
HCPs will continue in wave 4 (see 3.3.2), as in wave 3 particularly hospitals were still 
impacted by the COVID-19 situation. In what follows we will in more detail describe 
our empirical approach (within the continued COVID restrictions). 

 

3.3.1 User engagements focusing on data provision (citizens and researchers) 

In the first two waves of co-creation we had developed a broad array of user 
requirements and according performance criteria for a variety of situations. In the third 
wave of co-creation we more closely focused on the provision of data for research. At 
the beginning of the wave, the research platform consent was available in a stable draft 
version in English and German, and its content could be tested with citizens. 

Participants: 9 participants in individual remote settings 

Type: citizens not related to the CUCs (diversity as selection criterion) in order to be 
able to conduct engagements during the COVID-19 pandemic 

Interaction: individual interaction 

Duration: app. 90-120 mins each  

Aim: Assess and evaluate the draft version of the consent for the Smart4Health 
research platform with a particular focus on the core data set to be provided, possible 
data journeys (Bates et al. 2016) and questions of governance 

Support: Presentation 

Documentation and analysis: audio recording (after IC), transcription and qualitative 
data analysis (QDA), following a bottom-up approach that comprises iterations of 
open and focused coding (see Charmaz 2014) and network building, using the QDA 
software ATLAS.ti and Scapple. 

Between February 11 and 24 we conducted 9 qualitative remote interviews with 
citizens who assessed and evaluated the draft version of the research platform consent 
with us. Interview partners were diverse with regard to gender, age and level of 
education. With the exception of one, all of our remote interview partners had previous 
knowledge of the Smart4Health platform: some of them theoretically, as they had been 
participants in the co-creation workshops of wave 1, some of them practically, as they 
had been participants in the one-on-one testing sessions of the user portal in wave 2. 
Methodologically, this pre-disposition to the platform was crucial, in particular at a time 
when the research data platform as well as the research platform consent and the data 
access governance measures are still under development. It allowed us to trace: 

• the pathway from citizens having become a user of the citizen health data 
platform, to becoming a provider to the research platform,  

• the valuation mechanisms in deciding if data provision was something they 
would like to engage in and under what circumstances, and 

• the break-off points and potential moments of friction.  
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The 9 remote interviews had a duration of about 1.5 to 2 hours each. We started out 
with a brief presentation of the project and the platform structure to re-familiarize our 
participants with the platform prototype and the scope of the project. We then moved 
into an in-depth discussion of the separate segments of the research consent. At the 
point in time of the first draft, the research consent contained: 

1. an information sheet, followed by 14 questions that gave detailed explanations 
of the data provision process, the Smart4Health research platform and the 
MyScience app  

2. a legal section on rights and  
3. the declaration of consent.  

First, we displayed the information sheet to the participants and asked them to read it 
slowly and carefully, always letting us know when to scroll. Already this first segment 
generated rich conversations, offering first insights into the dimensions that are 
relevant for their evaluation of the decision to make health data available for research 
and under which circumstances. Then we led them through the list of questions and 
asked them to select the ones they would be particularly interested in, which gave us 
additional insights into their evaluation processes. Four questions we were to discuss 
in any case, as they were crucial for an informed discussion of the provision process 
(What kind of data do we ask you to provide? What happens when you provide your health 
data? Who can access your data for medical research? Under which circumstances does 
your health data leave the Smart4Health research platform?) They had time to read 
through each question and its response, which resulted not only in an evaluation of the 
clarity and appropriateness of the information they received but also provided insights 
into citizens’ valuation and assessment processes with regard to making available 
health and health related data for research. We ended the interview with a discussion 
of the declaration of consent as the moment where choices are specified, and the 
decision is brought to the point. 

The initial analysis of these 9 interviews, which fed into the further development of the 
research consent made clear, that citizens required infrastructural transparency and 
clear governance processes and structures, as they were aware of the potential value 
health data could have for research (see section 5.4 for general insights regarding data 
provision for research).  

Participants: 6 participants in individual remote settings 

Type: researchers as potential professional users of the Smart4Health research 
platform 

Interaction: individual interaction 

Duration: app. 45-60 mins each  

Aim: understand the needs of potential professional users of the research data 
platform, under what conditions a research platform like the one developed in 
Smart4Health would be interesting, and what problem it is a solution for 

Support: Presentation 

Documentation and analysis: audio recording (after IC), transcription and qualitative 
data analysis (QDA), following a bottom-up approach that comprises iterations of 
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open and focused coding (see Charmaz 2014) and network building, using the QDA 
software ATLAS.ti. 

In addition to the citizen interviews, between April and July 2021 we conducted six 
qualitative remote interviews with researchers based in Luxemburg, Italy, Portugal and 
the US. We conceptualized researchers as data users as mirror group to the citizens as 
data providers; citizen needs have to be carefully mapped with those of researchers 
and their relevant data practices. For that matter, we wanted to better understand the 
needs of those who are expected to work with and scientifically make use of the 
research data platform. 

In the first part of the interview, we explored their current data-related work practices 
(e.g., the research questions they work on, the collaborations they are engaged in, what 
the research contributes to, and how the process of data access works for them at the 
moment). In the second part we presented the functioning principle of the 
Smart4Health research platform and explored where they see its potential for their 
research. In this context, the theme of the core data set, i.e. the basic set of data that 
needs to be available for the research platform to be perceived as valuable, was of 
particular relevance to us. The initial analysis of the researcher interviews led into the 
development of a first set of researcher requirements as professional user 
requirements (PURs).  

The qualitative (remote) interviews with researchers will continue at the beginning of 
wave 4 of co-creation, as the interviews with nurse researchers that were planned in 
order to understand how the research data platform could support nursing research 
had to be shifted to Q4 of 2021 and five interview partners have been recruited by 
EFN for October 2021. 

 

3.3.2 Tracing platform interactions: frictions in becoming and remaining a user (citizens and 
HCPs) 

The second dimension of our empirical approach was to understand how citizens 
actually interact with the platform prototype in the CUCs and the potential effects this 
has on the specification of URs. Given that we conceptualize the Smart4Health 
platform that enables the citizen-centred EU-EHR exchange for personalised health as 
a sociotechnical infrastructure (Bowker & Star 1999; Slota & Bowker 2017) it is crucial 
to understand the infrastructural breaking points from the perspective of (potential) 
users. Following a mixed methods approach (qualitative interviews, observations and a 
quantitative questionnaire) we paid special attention to what frictions and challenges 
surfaced for CUC participants – with regard to the entire process of becoming a 
platform user, which does not end once the registration process has been completed, 
as well as with regard to the sharing process.  

Participants: 5 participants in remote qualitative interview settings 

Type: HCPs as support personnel for citizen users of the Smart4Health platform 

Interaction: individual and group interaction 

Duration: app. 30-60 mins each  
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Aim: to acquire a preliminary overview of the experiences that the CUC 
participants/users had so far 

Support: Presentation 

Documentation and analysis: audio recording and protocol, identify key themes for 
developing an online questionnaire and partner input template (FISC) (see Table 1 
below) 

As the CUC waves started in March 2021, we first conducted three CUC-internal 
engagements with health care professionals (HCPs): CUC contact persons/CUC-
partners in the two CUCs that were active (CUC4 and CUC 5) and in which citizens 
were already enrolled as participants. These engagements were held remotely, as travel 
was not possible in the first and second quarter of 2021 due to the COVID-19 
pandemic. The aim of the engagements was for us to get a first overview of their 
experiences with the difficulties participants had had. We wanted to come to an 
understanding of the questions that routinely come up, what parts of the process seem 
difficult or non-transparent, and what the breaking points had been in the process that 
they had overseen and what they had to do, i.e. what they had to bridge, in order for 
the participants to become users of the platform.  

While some engagements with HCPs could be done in this wave, more extensive 
engagements with HCPs and the return to face-to-face interviews had to be slightly 
postponed. During wave 3 HCPs in particular in hospitals were still under COVID-
strain. Furthermore, due to the COVID-related delay of the CUCs, doctors’ 
participation, e.g., in CUC3 started later than anticipated; premature interviews would 
not have been feasible, given that the involved doctors needed to familiarize 
themselves with the platform first and incorporate it into their interaction with 
patients. Therefore, qualitative interviews or other forms of engagement with doctors, 
nurses and other HCPs were shifted to the beginning of the next wave of co-creation, 
with the focus on cross-border care but will also cover some other aspects (September 
2021 – April 2022, analysis to be presented in D1.7, M40).  

At the point of writing this deliverable, three qualitative face-to-face interviews with 
hospital doctors in CUC 8 have been conducted in September 2021. The aim was to 
better understand what is needed at the clinical level in a multi-language cross-border 
setting with regard to data needs, e.g., clinical problems and conditions, allergies or the 
medication summary, as well as current practices of data exchange; these interviews 
are currently under analysis2. In addition to this, five nurses have been recruited by 
EFN for remote interviews in October 2021. One co-creation workshop is planned with 
representatives of service providers for persons with disabilities in the context of the 
2nd Health Days co-located with EASPD’s 25-year anniversary conference, also in 
October 2021. For Q4 of 2021, several USEEs and qualitative interviews are planned 
in CUC3, CUC4 and CUC7, including professional users.  

 

 
2 The analysis of the user engagements from wave 4 of co-creation will be presented in D1.7 (“Final Report on User 
Requirements and Performance Criteria”, M40). The sharing of a key set of information and the translation thereof 
is discussed within the Use Design Case Mob.E.Health (T1.4.3); the description of this functionality will be reported 
in D1.8 (“Description of the Use Design Cases from the Citizen/User Perspective”, M42). 
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Based on the insights we gained from CUC-internal engagements with HCPs outlined 
above, we developed an online questionnaire; ITTM developed and provided a data 
protection compliant technical solution that enables social science researchers to 

distribute anonymous links and at the 
same time keep control of the data 
(needs co-defined with UNIIVIE). The 
questionnaire was deployed in July 
2021 in a mixed method approach in 
five engagements with citizens 
enrolled in CUC8 in Madeira, 
whereby we observed their platform 
interaction and led questionnaire-
based interviews with a focus on 
registration, authentication, and 
arriving in the platform. The citizen 
engagement happened at the site to 
which citizens come to do their back 
training (see Figure 3). This setting 
was ideal to observe how they 

cognitively connect the platform use to the backpain training they get and the data 
they generate there. 

Participants: 5 participants in methods mix setting (questionnaire-based interviews, 
observation) 

Type: citizens related to CUC 8  

Interaction: individual interaction  

Duration: 20 mins each  

Aim: Understand how participants in CUC8 experience the registration and use of the 
Smart4Health platform 

Support: Short questionnaire developed specifically for the purpose of eliciting 
interactions on their choices. 

Documentation and analysis: participants (after IC) filled in a specifically developed 
questionnaire on a tablet together with us and explained along the way why they tick 
certain boxes, with what experiences of the platform this was connected and how they 
think they might potentially use the platform later. The questions and the detailed 
choices they had to make in order to express their evaluation of the platform 
experience was used as input to the broader co-creation approach. 

Furthermore, and inspired by our CUC partners’ rich narrations of frictions, we 
developed and included an additional method in our methodological toolbox: the 
Friction Input and Story Collector (FISC). The FISC is a template with which we 
systematically collect user experiences that the CUC partner observe in their regular 
exchanges with CUC participants. The FISC collects instances when current 
implementations (of specific features, of the entire infrastructure) do not work as 
expected or do not work well enough within a situation – what we call frictions 

Figure 3 - Madeira Digital Health and Wellbeing set-up in CUC8. 
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between users and technology. We here do not mean concrete problems or issues 
with one specific feature or a functionality as such – frictions cannot be broken down 
to a bug that simply needs a technical fix. Frictions are sociotechnical issues, as users 
can attribute them to both the current technical implementations, and their own user 
experience of the platform. Thus, frictions reflect sometimes messy and confusing 
situations for users and they need to be understood as such. Our method makes use 
of the power of narratives by users by sensitizing those on the ground to breaking 
points that surface in narratives (or snippets thereof). 

Indications for such frictions can be moments when the explicit support of CUC 
partners is required (e.g., to overcome a problem, to stay in the project as a participant, 
etc.), and/or when users express adverse feelings. The frictions can cover a wide range 
and users can attribute them to both: the technology (e.g., frustration, relief after 
something worked) and to themselves (e.g., fear of doing something wrong, not 
understanding, feeling of not being the right user). Some users might tend to take the 
responsibility for something not working, while others (also) ascribe it to the 
technology/prototype. Frictions can relate to multiple features and do not need to be 
limited to a specific feature alone (but they can).  

Frictions can well be overcome in the setting of the project, for instance with the CUC-
partners’ help. More importantly, they can be indicators for people discontinuing the 
use of the platform if it were out there “in the wild”, i.e. without support. In order for 
the infrastructure to be sustainable and robust, the moments of frictions and what 
happens in them need to be understood.  
Table 1 - Friction Input and Story Collector (FISC). 

Friction Input and Story Collector (FISC) for CUC partners’ user experiences 

Situation 

(Choose the one 
that frames your 
specific input and 
delete the others) 

1. Registration, consent and verification 
2. Log-in and 2-factor-authentication 
3. Arriving in the platform and finding one’s way around 
4. Collecting health- and health-related data 
5. Viewing, ordering, filtering health- and health-related 

data 
6. Sharing data with a trusted person (HCP, partner, ...) 

Title of the friction 
in that situation (i.e., 
what’s the 
problem?) 

< E.g., log-in takes too long; where is the data?, … > 

  

Short description of 
the friction in that 
situation, with 
which feelings being 
expressed 

  

< If you find them helpful, use the following elements for describing 
the issue/challenge: Participants told us / complained that the … 
process is too … / that the functionality does not support them in … 
/ that the … was missing …; They were frustrated by … whenever 
they … because … > 
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Short description of 
expectations or 
best-case scenario 

< If the implementation did not work as expected: please explain 
what the expectation would have been; if the implementation did 
not work well enough: please explain what would have been the 
best case > 

  

Support given in 
that situation, and if 
necessary 

< Together we did… / we supported them by…; they found a 
workaround by … > 
 

Responsibility 
assigned to whom 
(technology, user 
themselves) 

< E.g., the platform; one’s own system/phone/device,...; one’s own 
capabilities; …> 

Has the friction 
been reported 
elsewhere? 

< E.g., as a bug report or helpdesk inquiry > 

Story about the 
situation and the 
friction 

Stories give us hooks for analysis. Sometimes a story contains many 
elements of different frictions; sometimes it just illustrates one 
friction particularly well. 

< Please take below as much space as possible in developing your 
description, and provide it in text form. > 
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3.3.3 Smart4Health as a site for developing and refining co-creation methodologies: On the 
reusability of our approach 

As mentioned above, in the course of the project we have drawn substantially from our 
methodological toolbox outlined in D1.2, which was well-equipped with established 
methods that social science research has to offer. In our empirical work, we selected 
specific methods for given empirical settings and also partly adapted them for our use 
(e.g., the card-based approach described in Felt et al. 2014 and Felt et al. 2018 was 
transformed into USEEs and, later, into rUSEEs). We did so, in order to facilitate co-
creation in a complex and multi-dimensional project such as Smart4Health in the first 
place, and to stay capable of acting in a crisis situation such as the pandemic, which 
had substantial effects on face-to-face social science research across the board. 

In addition to our methodological selection, deployment and adaptation, we developed 
two further tools to support our co-creation work: the Performance Accountability 
Table (PAccT), introduced in D1.5 and described in section 4.1 as well as the Friction 
Input and Story Collector (FISC), introduced and described in section 3.3.3. The PAccT 
serves as important collaborative device to ensure transparency and accountability 
with regard to the incorporation of user input, tracing user requirements across their 
articulation, implementation, validation and documentation. The FISC is a sensitizing 
tool for those on the ground, directly working with citizen users, for moments when 
current implementations did not work as expected or do not work well enough within 
a situation and where human support was needed to make the platform prototype 
work for the user. Both tools continue to be crucial in our collaborative work on the 
Smart4Health platform infrastructure; together they allow us to keep in the foreground 
that Smart4Health is a socio-technical infrastructure and that it is developed 
in practices of infrastructuring (Grisot & Vassilakopoulou, 2017), which involve 
decisions, compromises and agreements that have to be made explicit and traceable.  

As task 1.3 is running until M40 and it is possible that the methodological 
developments will be ongoing, we will include a chapter reflecting on the re-usability 
of our methodology for similar projects in the deliverable concluding 1.7 (“Final Report 
on User Requirements and Performance Criteria”, M40). 
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3.4 Engagements with policy actors 
The consortium recognizes the need to raise awareness and engage with policy actors 
as a mean to align on benefits, risks, and constraints of developing a citizen-centred 
health data platform. We considered this already at proposal stage by inviting partners 
such as EFN and later also EASPD to participate in the consortium. These partners are 
fully engaged and active in advocacy and policy as the project is maturing and showing 
results.  

Beyond the consortium partners, contacts were established with national and 
international policy actors, such as national and regional governments (prime ministers, 
ministers and other responsible from different EU member states), representatives 
from OECD, regional authorities, associations, and networks. The main topic on these 
conversations was the basic concept of the project, namely that EU citizens may 
exercise on their rights to access, manage, and use their health and health care data in 
a fully digital and self-determined manner. The basic idea is as impressively simple as it 
is incredibly complex to implement in the EU. In addition, project objectives such as 
promoting citizen participation in health research through data provision for research, 
and health care personalization through personalized digital health services were 
received highly favourably by engaged policy and advocacy stakeholders. 

In a later stage, and despite the COVID-19 pandemic, these engagements have 
continued already with some more concrete elements available. One of the main 
interactions with policy makers was the high-level event organised on 5 February 
2020, by the EFN, at the European Parliament, focussing on digitalisation and European 
Electronic Health Records (EHR) co-creation. Bringing together more than 150 people, 
this was a good opportunity to exchange views on the policies and steps forward to 
co-design EHR, knowing that having a European Electronic Health Records’ exchange 
format is a growing priority of the EU Institutions, as pointed out in the Council 
Conclusions on Health in the Digital Society - making progress in data-driven 
innovation in the field of health (2017/C440/05) and the European Commission 
Recommendation on a European Electronic Health Record exchange format 
(C(2019)800). MEPs, Commission representatives of DG Research and DG Connect, 
Industry/SMEs, and Civil Society agreed on the importance of fostering end-user co-
design in digital health. The main highlights of this event were: (i) the confirmation of 
co-creation as corner stone for the development of end-users targeted innovation, (ii) 
the importance of hearing the right stakeholders at the right time, (iii) confirmation of 
the position of the EU in continuing to be a driver of innovation and (iv) the MEPs vision 
towards a more integrated European health space. The report of this key event is 
available at https://anyflip.com/eumpx/bxrh/ (last accessed on: 2021-10-15). 

Smart4Health continues efforts to realize aspects of this agenda in practice, arranging 
meetings and opportunities to discuss possible links and opportunities. One of the main 
examples are the working relationships that have been established with state-owned 
entities driving digital transformation of health care and EU eHealth initiatives, 
including Portugal’s Servicos Partilhados do Ministerio de Saude (SPMS), Germany’s 
Gematik GmbH, and the Netherlands’ MedMij on concepts and standards to 
interoperate and integrate with national health registries, respectively. As a result, 
these institutions accepted and adopted the relevancy of the citizen-centred 
Smart4Health platform as complementary and interoperable extension of their 
respective eHealth agendas. While these interactions are important initial steps to lay 

https://anyflip.com/eumpx/bxrh/
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foundations for integrating with national and EU cross-border health information 
exchange infrastructures at a prototype level, broad practical realization of these 
objectives is clearly out of scope of the present mandate and resources provided in 
Smart4Health contractual agreements. Furthermore, the Austrian Smart4Health 
consortium partner participated in a high-level meeting “Innovationsforum” called by 
the umbrella organisation of all social insurance bodies in Austria in which the role of 
health data/health data sharing was extensively discussed and insights from 
Smart4Health could also be discussed. 

More recently, the project has reinforced the engagement with relevant regional policy 
makers from Madeira, specifically the President of the Regional Government and the 
Regional Ministry of Health. As a result of this work, the “Madeira Digital Health and 
Wellbeing” initiative was launched in May 2021, with the full support of the regional 
authorities. It’s worth to mention that the initiative involves not only Smart4Health but 
also Smart Bear and ICU4COVID and aims at making a concrete contribution for health 
digitization and education for digital health in the region of Madeira and beyond. We 
will strive to expand our foundational engagement with policy makers at national and 
EU levels up to the end of the project, as we have begun to test and evaluate our 
prototypical solutions in citizen-centred uses cases.  
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4 Ensuring performance accountability 
Central to the Smart4Health project is its citizen-centeredness regarding both the goal 
of developing an interoperable EU-EHR prototype, and the means of achieving it 
through its dedication to co-creation. The input retrieved and generated from 
engagements with (potential) users – whether citizens or professionals (in health care 
or research) – demands taking it up with great care in the development process 
throughout the project.  

It is thus of utmost importance not only to take user input into account, but also to 
remain transparent about where and how those inputs have been incorporated, and 
thus enable accountability for how the development performs under the project’s 
propositions of citizen-centeredness and co-creation. To ensure this transparency and 
accountability throughout the iterative development process, the Performance 
Accountability Table (PAccT) has been instantiated by WP1 lead UNIVE in Y2 of the 
project (introduced in D1.5) and since then been in use as collective work environment 
across work packages (WPs). In the following section we will address its work process 
(4.1), and the updates it received in structure (4.2) and content (4.3).  

Additionally, partners of WP2 and WP3 have taken stock of the URs implemented so 
far, and how the continuous input and feedback from co-creation engagements with 
(potential) citizen and professional users has been taken into account in developing 
features (4.4). While the iterative process of co-creating the main features of the 
infrastructure, the Use Design Cases (UDCs), will be described in more depth in D1.8 
(M42) as will the validation of implementations in D1.10 (M50), an overview of 
implementations and relations to user input is valuable already at this point in time to 
substantiate the project’s propositions. 

 

4.1 Recapitulation of the PAccT process and its four spaces 
In the following we recapitulate the process of working in the PAccT, which is reflected 
by its structurization into four spaces. Each space is devoted to a work status of a 
UR/PC: requirement, integration, validation and documentation. Thus, the PAccT 
serves to:  

• list the elicited user requirements and their performance criteria,  
• trace the collective decisions taken regarding their technical implementation,  
• trace the assessment and validation of URs/PC in the CUCs, and finally  
• document which URs/PC have been closed or related issues have been 

identified. 

These diverse activities thus tie together the work done in WP1 for user participation 
and co-creation, in WP2/WP3 for technical implementation, and in WP4 for the CUCs. 
The relation of the four spaces to another and the UR/PC work carried out in them 
forms the PAccT process. 

The PAccT continues to exist as evolving entity being updated, refined or also re-
structured (see 4.2), and in two guises: as a spreadsheet table and online as a Kanban 
board in Jira. Whereas both include the four spaces, the online version proved being 
more suited for the work across the spaces, and the spreadsheet version more for in-
depth work on the elicited URs and their PC in the requirement space. Regardless of 
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version and space though, each relies on collective work as outlined in the following 
brief summaries of the spaces (for a full description see D1.5). 

 

 
Figure 4 - The PAccT process ensuring transparency and accountability. 

Requirements space 

The requirements space collects the URs that have been elicited in co-creation 
engagements, along with their PC. A structure by situations shows to which platform 
interaction each UR/PC belongs, e.g., registering, sharing data, etc. To aid with the 
prioritization of URs/PC, partners with policy expertise (EFN, EASPD) indicate which 
PC – as concretization(s) of a UR – are related to policy discussions, and classify them 
in three categories/tiers of policy relations: legal documents, policy documents, and 
standards. In Jira, these can be filtered to get an immediate overview, alongside other 
filters (e.g., project year of a UR/PC). Finally, a section for open questions links to the 
implementation of URs/PC, which in Jira are included in the respective UR/PC.  

 

Integration space 

The URs and PC for which solutions are currently developed move into the integration 
space. Here technical partners also respond to open questions from the requirements 
space or pose new ones, and report on the implementation status of a UR/PC. 
Alternatively, solutions that are or have been worked on can (have) come from 
predefined frameworks, e.g., the grant agreement, previous D4L in-house user 
research, regulations, etc. When a (first) UR/PC implementation has been done, it 
moves into the assessment and validation space. 
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Assessment and validation space 

While implemented URs/PC move into this space, also those do that have not or will 
not be implemented according to decisions made by the responsible technical partners. 
In any case, the specific UR/PC is collectively assessed regarding: if it addresses the 
problem defined by the UR/PC adequately, which open issues remain, or the reasons 
for not implementing it. From the assessment, four paths are possible outcomes. In 
case of a non-implemented UR/PC it can either: 

• move back into the requirement space for being refined, or  

• back into the integration space if the reasons against its implementation have 
been resolved.  

In case of an implemented UR/PC it can either  

• move back into the integration space for being adapted if it does not address 
the posed problem adequately, or 

• move into the validation by qualitative and quantitative means.  

After the validation a UR/PC can then either move back into the integration space for 
further iterations, or into the documentation space if validated successfully. 

 

Documentation space 

This space comprises both implemented and non-implemented URs/PC (after 
agreement in the assessment space). The collective decisions taken and justifications 
given for either path are traced in a separate document with two lists: one for 
closed/implemented URs/PC and another for issues around non-implemented 
URs/PC. In case a UR is implemented but does not address all of its PC, the closure list 
also documents justifications therefor, or why initial issues turned into non-issues. The 
issue list also gives space to disagreements and can also contain issues that emerged 
from other sources than the PAccT, e.g., discussions in workshops, email conversations, 
and more.  

 

4.2 Re-structuration of the PAccT by UDCs 
Up until the current third year of the project, the elicited URs/PC have been grouped 
solely by situations of engaging with and using the platform (e.g., ‘consenting to 
platform use’, ‘data sharing’, etc.), which currently amount to 18 situations in total (see 
Table 2). Thus, all URs that we had formulated were collected in the PAccT and 
classified according to specific situations. Initially, these have been developed for co-
creation settings to cover anticipated platform engagements and stimulate discussions 
about them (S1-S16). Yet from settings with potential professional users, e.g., 
researchers, and qualitative analysis thereof, also new situations were developed (S20, 
S21). 

Situations continue to be a structuring element in both the PAccT spreadsheet and 
board in Jira, by specifying for each UR/PC to which situation they belong. With this 
year, however, a higher-level order has been introduced by assigning situations to the 
six Use Design Cases (UDCs), which represent the main functionalities of the 
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infrastructure to be developed (MyHealthView, MyTrusted, MyScience, MyTime, 
MyWork and Mob.E.Health). While the UDCs are elaborated in their dedicated task 
T1.4, the URs/PC elicited in task T1.3 are oriented towards the UDCs. 

Thus, after having completed the wave 3 of engagements as outlined above (see 3.3) 
with a growing number of URs as result, we turned to the UDCs as our central means 
of grouping. UNIVIE distributed the URs in the PAccT to separate spreadsheets for 
each UDC, while still retaining the fine-grained situational order in each. Some 
situations and their respective URs/PC then fit several UDCs, others were specific to 
only one UDC. The table below shows the outcome of this re-structuring process as 
an overview of which UDC comprises which situation(s). 
Table 2 - Relation of UDCs and situations based on elicited URs. 

UDC 

Situation 

MyHealth 

View 

MyTrusted MyScience MyTime MyWork Mob. 

E.Health 

S1 Registering for the 
4HealthPlatform X      

S2 Consenting to platform 
use X      

S3 Collecting health data X X     

S4 Place of use3       

S5 Uploading health-related 
data    X X  

S6 Workplace and health 
data     X  

S7 Sharing data (with the 
HCP) X X     

S8 Sharing data with a 
trusted person  X     

S9 Revoking access  X     

S10 Making data available 
for research   X    

S11 Being re-contacted 
after providing data for 
research 

  X    

S12 Defining emergency 
information      X 

S13 Giving access to a 
doctor while being 
abroad 

     X 

 

 
3 This line is greyed out as the engagements so far did not yet provide sufficient input to elicit URs for this specific 
situation. It is expected that URs that pertain to this situation will be developed in wave 4 with its focus on cross-
border mobility. The assignment of the situation to UDCs will then depend on the content of the elicited URs. 
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S14 Transparency with 
regard to access: now 
integrated into S3 and 
S7 

      

S15 De-registering X      

S16 Deleting data X      

S20 Applying for and 
accessing the research 
platform 

  X    

S21 Assessing data 
provenance and 
accuracy 

X      

 

Whilst this re-structuring work has been done in the requirement space of the 
spreadsheet version of the PAccT, the assignment to one or more UDC(s) and a 
situation moves with a UR/PC throughout the four spaces of the PAccT. Although the 
grouped URs/PC have ultimately also been transferred into the PAccT in Jira, an 
intermediary yet in-depth step has been taken before in the requirement space by 
consolidating the URs in each UDC (see next section 4.3). Only after this analytic 
process by UNIVIE in several iterations for each UDC, the transfer of these UR/PC–
situation–UDC relations into Jira was done. With the implementation of selectable 
filters for each UDC by HPI, amongst others, then helped to easily work with these 
relations. 

 
Figure 5 - PAccT UDC filter overview in Jira. 

After setting a filter for UDCs (and any other option, e.g., project year), all URs/PC 
pertaining to it are shown, including a label that signifies the situation (e.g., S10), as 
well as in which space(s) of the PAccT they are currently placed in. 
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Figure 6 - PAccT filter selection example in Jira. 

In this way, the collective work environment in Jira benefits from the UDCs as 
productive ordering principle that seamlessly extends the existing one by situations of 
URs/PC, regardless of their work status in the PAccT. 

 

4.3 Consolidation of URs across waves 
Through having successfully mitigated the challenges posed by the COVID-19 
pandemic (see chapter 3), the elicitation of citizen and professional URs in WP1 was 
possible across all three project years and their respective empirical waves, which 
resulted in an increasing amount of URs. This, however, also required carefully 
revisiting and reviewing them in order to ascertain potentials for aligning new with 
previous URs, and in effect achieve a refined and consolidated specification of URs and 
PC across the waves. 

Thus, whereas the previous section focuses on the PAccT structure, we move here to 
the ordering on the content level of URs/PC, i.e., within situations and UDCs. In the 
following we first give a brief overview of the empirical material analysed in the 
previous years, as background to elaborate then on this year‘s analytic process of 
drawing all collected URs/PC together. The achieved consolidation of URs across the 
empirical waves 1-3 is represented by the 3rd specification of URs and PC found as 
structured list in Annex I. 
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In the first wave of co-creation UNIVIE conducted and broadly analysed the material 
from the co-creation workshops (CCWs) with citizens independent of the CUCs, as 
these were not running yet, as well as the input received from EFN from their group 
discussions with nurse representatives. The qualitative analysis served to formulate 
citizen and professional URs and prepare their collective evaluation and prioritization. 
This was a prerequisite to formulate the according PC in Y2 for the first stabilized UR 
specification. Thereby the instrumental dimension of the work got pushed even 
further, as PC would define when a UR is fulfilled. 

In the second wave of co-creation UNIVIE conducted remote User Engagement 
Exercises (rUSEEs) with citizens associated with the CUCs that were to start, one-on-
one testing sessions with citizens independent of the CUCs, and one-on-one remote 
workshops with health care professionals associated with the project. The empirical 
material was again broadly analysed to formulate citizen and professional URs. Here it 
became apparent that newly elicited URs could have different relations to previous 
ones (see D1.5, chapter 5). 

Some of the new URs were unrelated to any previous URs or implementations, while 
some were unrelated but spoke to an existing implementation. Others, again, were 
related to previous URs, which either have been implemented already and thus indicate 
a first assessment and validation, or have not yet been implemented. In either case, 
new URs related to previous ones indicate their importance, through user input 
saturating them.  

In formulating the second set of URs we were thus able to observe that some of them 
strengthened or added specific dimensions to previously elicited URs. While first PC 
were formulated for some of the new URs, the formulation of PC for these Y2 URs 
required to consider yet further elicited URs from Y3, and thus bring them together 
first. 

This year’s third wave of co-creation encompassed again different kinds of 
engagements with citizens, now coming out of and being independent of the CUCs, a 
well as professionals in research and health care (see section 3.3.1 and 3.3.2 
respectively for details). Based on the empirical material from these engagements, 
additional URs were formulated, in particular for the functionalities of providing data 
to research, sharing data, and overviewing, managing and navigating the collected data 
in the user portal. Following these foci and the new ordering of the PAccT by situations 
and UDCs, most of the newly elicited URs pertained to the UDCs MyScience, 
MyTrusted and MyHealthView respectively. 

 

With all the URs having been grouped in the spreadsheet PAccT by UDCs already by 
this time, we moved to the software Scapple to freely map out all URs within a UDC, 
but without taking over the existing internal structure by situations. Thereby we could 
cluster the URs by their content and first overarching themes (e.g., transparency), 
which allowed us to not only see overlaps and potential for consolidation but also to 
develop more abstract thematic categories and articulate the main problem areas of 
users engaging with the platform infrastructure (see chapter 5). Although rooted in 
academic writing (Rico 1983), also here “clustering gives you a non-linear, visual, and 
flexible technique to understand and organize your material” (Charmaz 2006: 86).  
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Figure 7 - UDC MyTrusted clustered UR map in Scapple. 

The image above4 shows an overview of the clustered map of URs for the UDC 
MyTrusted after several iterations and serves to illustrate the following outline of the 
mapping and clustering process. The clustering involved laying out all URs of a UDC 
and colour-coding their frame/box to indicate the project year, and the UR text to 
indicate:  

• if it is a citizen or professional UR,  
• if a new UR (Y2 or Y3) might better serve as a PC (e.g., when being rather 

instrumental) for another UR (regardless of year),  
• or if it has been updated or integrated with another UR during this process 

already. 

The categories seen in the image above as nodes, signify what the common theme of 
a UR cluster is about, e.g., control, choice, transparency. A summary of each in the 
context of a UDC as well as the relation of categories to another will be described in 
the next chapter 5. The placement of URs in a Scapple would matter in relation to other 
URs as well as to a category (or several ones) with their proximity in space indicating 
their relatedness to a category and their potential for being consolidated.   

After the URs had been thematically analysed and clustered, consolidated, and 
reformulated, they were reintroduced into the spreadsheet PAccT. This step of newly 
listing the URs according to their categories and of bringing them into a specific order 
required a further moment of category specification and expansion, which enriched the 

 

 
4 Please note that the image of the UR map Scapple has been included as an illustration of the work process and 
not as a representation of the URs themselves. For a list of the URs readers should refer to the Annex. 
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narrative themes in chapter 5. Moreover, with all the consolidated URs from Y1-Y3 
now in the PAccT, also the PC for each and every UR were formulated or updated, 
before transferring all the UR/PC updates into the online Jira version of the PAccT. 

 

4.4 Implementation of User Requirements so far5 
WP2 and WP3 are focused on implementing the prototype of the citizen-centred EHR 
exchange platform, as well as a user interface (the User Portal), services, and 
applications (such as a personalized health services app). All developments were 
flanked by multiple activities, and began from an initial, early version of a web 
application to manage unstructured health data, provided by D4L. 

Following the first wave of the co-creation in Y1, where several co-creation workshops 
were conducted, including citizens, a first set of URs has been identified. In parallel and 
closely aligned to the elicitation of these requirements, described in detail in D1.3 
(M12), the architecture and design of both the 4HealthNavigator (WP3) and the 
4HealthPlatform (WP2) were specified. The deliverables showed that the URs have 
been addressed adequately with the proposed design of the components described in 
D2.1 (M12) and D3.1 (M12). All situations and URs of Y1 could be uniquely matched 
to the responsible components in D3.1. While D3.1 defines a blueprint for user 
interface and process functionalities of the 4HealthNavigator (4HN) to be ready for 
agile development, D2.1 reports on the planned architecture of the 4HealthPlatform 
and its technological components. The reported architecture leveraged on the designs 
from the technologies made available by D4L. The modifications and extensions 
necessary to realize the vision of Smart4Health, taking into consideration the URs and 
system requirements for CUCs are described. Of course, at that early stage, additional 
assumptions for the definition of the technical realization had to be made but were 
documented wherever necessary. The assumptions at this stage were many, but since 
then they are constantly vetted, detailed, validated, and extended in the context of the 
USEE workshops conducted in WP1 as described in D1.2 (M10). Thereby additional 
URs and details to the story maps have evolved. The agile development allows to 
iterate the implementations to meet the URs.  

In month 18 of the project, D3.2 presents the user interface for the citizen-facing sign-
up, login and account deletion in the 4HealthNavigator. This document builds on the 
prior work described above and on D1.4 (M12) on the citizen consent language. 
Underlining the regular refinements of the requirements, D3.2 considered a slightly 
updated version of the URs of Y1 which are all at least partially connected to the user 
account creation functionality, i.e., the URs of situations 1 (“Registering for the 4HP”), 
2 (“Consenting to platform use”), and 15 (“Unsubscribing”). The deliverable documents 
that the URs significantly shaped the registration and consenting. With the work 
conducted, the partners have built a system to offer citizens a good user experience 
for the management of their accounts (in signing up, logging in, and deleting an 

 

 
5 In Annex 1 the current status of implemenation is reflected by the farthest right column in the PAccT table, which 
indicates the current space allocation of a UR in the PAccT (e.g., requirement, implementation, validation, or 
documentation space). Any allocation is part of the collective and continuous PAccT process (as described above) 
and thus subject to change. 
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account), such that regulatory, accessibility and technical requirements, as well as user 
requirements, are fulfilled. This was also achieved while fulfilling GDPR compliance and 
following the privacy-by-design principle, a key premise of the Smart4Health project. 
In this way, access to the sensitive citizen health and health-related information is given 
a strong protection.  

Deliverable D3.2 exemplifies also that not all URs are realized right away, as UR2.1 and 
UR15.1 remained unaddressed. The former refers to the integration of a platform 
consent that uses shorter sentences or steps. The latter describes the possibility to set 
the citizen’s account to an inactive mode, which the citizen can reactivate without data 
loss. Taking into consideration the valuable insights gathered during the rUSEEs, as 
future work we reassessed certain aspects of the functionality with the aim to come 
up with improvement plans for future iterations. In addition, it has been highlighted 
that the consortium needs to determine priorities among possible improvements to the 
platform. Therefore, partners in WP3 are working closely with those in WP 1 to 
determine such priorities, also balancing the cost and effort needed for each change. 

At the end of Y2, D1.5 (M24) describes a substantially updated list of user 
requirements. At the same time, D2.2 (M24) reports on the design of the Citizen Health 
Data Platform (CHDP), as well as of its connection mechanisms via the Software 
Development Kit (SDK) and the data ingestion pipeline, and D3.3 (M24) reports on the 
management of access rights, and data sharing for the CHDP as well as the dynamic 
consent management used for the pipeline for data provision to research.  

While the 1st specification of user requirements and performance criteria as reported 
in D1.3 (M12) has been used as a basis for the technical development towards D2.2 
and D3.3, the work is well aligned with activities in WP1 towards D1.5. For example, 
D3.3 does present a more detailed set of specifications, while in parallel D1.5 already 
considers the technical developments presented in deliverables D2.2 and D3.3 and 
reports on the updated URs and PC, which draws on the entire set of empirical material 
collected in Y2 of the project.  

For D2.2, URs, formulated as user stories, for registration and authentication (UR15.1 
to 15.3), and information sharing (UR7.1 to 7.4, UR8.1 to UR8.3 and UR16.1) have been 
considered relevant to the CHDP. In D3.3, the latest formulations of URs and PC 
concerning the Dynamic Consent management are considered, indicating the status of 
realization reflecting the steps carried out in the context of the process of working with 
the PAccT. Most of these URs are addressing the consent formulation developed in 
the context of T1.5 Development of citizen/user consent language. These URs are 
technically realized within the Dynamic Consent management, as the consent 
formulations and user decisions can be easily modelled. In addition, D3.3 presents the 
updated list of URs and PCs related to data sharing: UR3.3, UR9.1 to UR9.3, UR14.1 
and UR14.2.  

Addressed URs within D2.3 (M30) on data provision to research (situation 10) and D3.4 
(M32) on the User Portal realization (all situations under the UDC MyHealthView and 
related to the health data collection of a citizen user), are based on user engagements 
conducted by UNIVIE in the years 1, 2, and 3 of the project. Note that the user 
engagements in wave 3 had not been concluded then but are reported in this 
deliverable. 
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The intermediate result is a modular architecture of services put together to a 
production-ready system that fulfils the essential requirements of the prototype, and 
which exhibits extensibility properties with upcoming feedback and upon a wider 
adoption. 

The development teams followed a product-centric, agile methodology tracking 
progress via an online ticket system. New versions of the developed system were 
released using continuous delivery processes, and the system was kept available with 
only few disruptions.  

With the conclusion of T2.1 to T2.7 and T3.1 to T3.5, the teams of WP2/3 adjust to 
better accommodate upcoming work such as improvements and bug fixes. The 
functionality is under constant revision and expansion to, e.g., incorporate evolving 
URs. Subsequent improvements on implementations for closed tasks will be reported 
in the project periodic reports and in D2.5 4HealthPlatform Testing & Validation (M50) 
and D3.7 4HealthNavigator portal use case-oriented testing and validation (M50). 

Within WP2 and WP3 there are other deliverables being worked on taking the latest 
stage of URs into account, i.e., D2.4 (M50) on 4HealthPlatform Data Centre 
Infrastructure, D3.5 (M50) with regards to internationalization, accessibility, and the 
exchange of electronic health records, and D3.6 (M50) on personalized health services. 

For the technical development, input has been iteratively integrated from multiple 
streams and activities in other WPs: 

● from waves of User Engagement Exercises (USEEs), including requirements 
captured in the Performance Accountability Table (PAccT) and iterated UDC 
narratives, 

● from further feature discovery, such as the integration of structured health data 
visualization abilities, and 

● from Citizen Use Cases (CUCs), as these progressively went live, and user 
feedback was and is received. 

Also, it must be noted that the relevance of usability, feasibility, technical, and 
regulatory constraints is an important aspect to consider. It is our understanding that 
the Smart4Health project aims at building a prototype platform, however, given the 
sensitive nature of the health and health-related information it deals with, certain 
components need to be carefully implemented, e.g., to adhere to the GDPR regulation, 
to properly obtain access to health care provider systems, to identity management 
systems (eID/eIDAS), etc. 

Finally, from a medical standpoint, it is important to clearly establish and communicate 
the goal of the platform (and associated apps) to avoid building a system that is rejected 
by regulatory entities or data protection organizations, e.g., for falling into the medical 
device category. To our knowledge, a system that supports the citizens in documenting 
their medical information does not run into this risk, and for this reason, we are building 
the CHDP along this direction. 
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5 Outlining the main problem areas of the platform infra-
structure  

5.1 Logic of the chapter 
In this chapter we describe the main challenges of the platform infrastructure, which 
resulted from the qualitative analysis done for the consolidation of URs across waves 
(see section 4.3). In that process, categories such as transparency or control were 
identified that signify the common themes of one or more UR clusters. In the 
terminology of UR work, categories can be also understood as the overarching need 
that the related URs should be able to address. 

Here we summarize these categories in the context of the UDCs that have been in 
focus in Y3 (MyHealthView, MyTrusted, MyScience) and how they relate to one 
another. Thereby, we not only provide an overview of UR categories but moreover 
articulations of main problem areas, and thus of challenges to be tackled, regarding 
major functionalities (the UDCs) of the platform infrastructure. These articulations are 
thus rooted in the co-creation work with actual and prospective citizen and 
professional users, and show how the same category comes to matter in the specific 
use context of a UDC, e.g., the need for transparency in providing data for research in 
MyScience, or in sharing data in MyTrusted. 

The objective is to provide high-level insights from engagements with users regarding 
their needs and concerns when it comes to the platform infrastructure in-the-making. 
The following part summarises main lines of argumentation brought up. It also puts the 
input retrieved from citizens into conversation with that from professionals in health 
care and research. This allows to properly address citizens’ perspectives, as citizens’ 
needs also have to be aligned with those of health care professionals to assure that the 
platform can actually be used in practice and is beneficial. 

The concrete user requirements are listed in Annex 1. 

Before entering a broader description of our key observations – capturing the wider 
context of the user requirements –, we would like to draw attention to the fact that 
valuations, so the way people perceive the platform infrastructure and its 
functionalities, never happens in a straight forward manner but always in so-called 
valuation constellations (Waibel et al. 2021). Our analysis shows that citizens (but also 
health care professionals and researchers) never evaluate the platform infrastructure 
and its functionalities as a whole but rather make situated assessments of parts. This 
means that when listening to user needs formulated as requirements, we always have 
to be attentive to the triangle of valuator (who evaluates), valuee (what is exactly 
evaluated) and audience (to whom do they address the assessment).  

People we engage with always can take on specific roles in a particular setting and at 
a specific point in time. For example, they might do something different when being at 
the doctor’s office than when discussing with us outside a health care setting. And they 
might even change roles within one engagement exercise, e.g., at one time speaking as 
a father having to care for a sick relative, then as a citizen concerned with data 
protection, or speak in the name of others that could feel overwhelmed or excluded by 
the sheer amount of data work they are asked. Therefore, actors never have a uniform 
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view on the platform, which our analytic lens lets us attend to. We also have to 
carefully consider what citizens actually evaluate when they look at the platform, e.g., 
the complexity of the registration process, the sheer amount of data that is being 
collected, their feeling of losing control when providing data for research, etc. While 
embracing parts of this innovation, they might be quite concerned about others or even 
reject them. Finally, it is important to understand who citizens expect to listen to their 
reflections, so who is the audience addressed by certain utterances. 

The following elaboration of the key points and the outline of the main problem areas 
that the platform infrastructure needs to address builds on the analysis of citizen 
engagements from the first three waves of co-creation. Before entering the three 
UDCs and related topics in detail we summarize the key points. 

 

Key points 

* Empowerment – the strong discourse that the Smart4Health will empower citizens 
to better care for their health in different situations also raises high expectations which 
then need to be met.  

* Transparency – is a key request formulated across all engagement exercises and 
across all functionalities. Transparency is three-dimensional: informational, structural 
and processual and all three dimensions need to be fulfilled in order to create a solid 
trust relation. Transparency is then also the precondition for choice and control, two 
other key features central to the success and sustainability of the platform. 

* Control, Choice – are two further points that are omnipresent in the engagements. 
Building on transparency, citizens, in particular when perceiving themselves as active 
and empowered, want to be and stay in control and want to have certain choices 
available (details in user requirements). 

* Temporalities – This contains three main dimensions. First, choices and control of 
citizens should hold beyond the moment when they are made and remain stable. For 
example. present and future data flows should follow the same logic of control. 
Temporalities also matter in the HCP work and HCP-patient interactions; 
getting/giving access to health data (sharing) needs to be well fitting in the situation of 
consultation with the patient. Finally, also access to research data needs to be well 
temporalized. 

* Risk, responsibility, governance – assurance of privacy and data protection need to 
be communicated clearly, but also assured in a transparent manner. Also the data 
access criteria and the members and workings of the data access committee need to 
be spelled out clearly. 
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5.2 MyHealthView: Overviewing, managing and navigating data  
The MyHealthView functionality comprises the overview, management and navigation 
of personal health data and covers several situations: registration to the platform, 
consent and deregistration, and the collection of health data.  

 

Empowerment and the expectation of control 

In general, the development of the Smart4Health platform infrastructure strongly 
draws on a narrative of citizen empowerment. The functionalities of the platform 
assign citizens an active role in the collection of health and health-related data as well 
as in their management and in the decision-making of sharing them with trusted actors 
– they should be empowered citizens. Participants of our engagement exercises did 
embrace the role of an active citizen, ready to make choices and having the power to 
control and mobilize their health data. However, concerns were raised that not 
everybody is capable to perform that role. The citizens who embrace the 
empowerment narrative also voice the expectation of being and remaining in control 
of their data collection, i.e., of what health data they have at their disposal and where 
it may and may not flow, now and in the future.  

If the order of the data that is currently in the platform is clear to citizens, they feel in 
control and can act confidently in situations where they need to/want to share data 
with a health care professional or another trusted person. Citizens want to be able to 
adapt the way the data is represented and ordered, so that they suit their needs and 
capabilities (see also below in MyTrusted). Furthermore, the data representation 
should be coherent across the different segments of the platform (i.e., in the way the 
health care professional can view the data, or in the way it is represented in the 
MyScience App that citizens can use when wanting to provide data for research). 

Control was also voiced in a forward-looking manner – citizens wanted to be assured 
that they also have future control of the data collection. Given the efforts of collecting 
health data and of keeping them up to date and thus making them valuable, future 
access needs to be ensured, even if the password or the data key has been lost. 
Furthermore, citizens want to decide what data is stored and what data is deleted – 
and they want to be the only person being able to do so. While citizens could decide 
in the advance health directive to delegate uploading and deleting of data, this is still 
seen as keeping the demand of control and the active participant in deciding on this 
intact. Our thematic analysis of the user requirements from waves 1-3 showed that the 
expectation of control is closely related to one key-element: transparency, to which we 
will turn next. 

 

Three-dimensional transparency ensuring a feeling of control 

Citizens conceptualized transparency as a three-dimensional entity, and all three 
dimensions need to be considered for transparency to be fulfilled. First, they addressed 
transparency in its informational dimension. We saw this in particular in the context 
of the registration process, whereby informational transparency was key in their 
decision-making process to register. Informational transparency refers to questions on 
the procedures of data access, risks and benefits, duration of data storage and the 
potential of deregistration. 
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If informational transparency and, thus, understanding of the platform, its processes 
and protective measures is achieved, trust can be built and the decision for registration 
may be taken. The importance of informational transparency in the registration and 
consent process is not surprising, given the requirement of informed consent. 
Furthermore, it aligns well with an often-voiced position that claims that citizens only 
need to be informed for them to make a rational choice for platform use and, 
potentially, data provision; if they remain sceptical and hesitate, this is because they 
have not been informed enough.  

However, as our analysis shows, the informational transparency is not sufficient. There 
is a second dimension to transparency, namely relational transparency. This kind of 
transparency goes beyond the processes within the platform and looks at the platform 
infrastructure and how it is part of a relational network. Citizens referred to relational 
transparency when they wanted to know who pays for the infrastructure, and whose 
interests might it cater to, or when they wanted the platform to be associated with 
national health care systems. This allowed them to assess whether or not they were 
facing risks to their privacy. The relationality also came up when they expressed their 
expectation that their Smart4Health account would be linked with national health data 
platforms as this relation was expected to support keeping data up to date.  

Processuality is the third dimension of transparency, which refers to the platform 
prototype behaving in transparent ways. While the two previous dimensions were 
visible across all waves, the third dimension came to the fore most strongly in the 
remote user engagements and the one-on-one engagements with citizens in year two. 
There they had the opportunity to test parts of the platform prototype and the 
registration, upload, sharing and data provision functionalities, thus engaging hands-on 
with the prototype on a tablet, mobile phone, or their own computer.  

Processual transparency points to the fact that citizens expect to see immediately and 
intuitively what actions they can and cannot take, that their actions deliver the 
expected outcomes and that their health data work is organised in an efficient manner, 
thus not being too time-consuming. Put differently, processual transparency requires 
the flow of actions to be clear, coherent, and time sensitive. And citizens expect clarity 
when it comes to the processes of registering, consenting, signing in, collecting and 
uploading data and in providing data for research. This also refers to practical issues 
such as names for classifications for citizens to order their data, clear visual indications 
as to what can be uploaded (e.g., maximum file size, data type), a good guiding system 
through the platform and a clear, easily understandable terminology for the processes.  

Furthermore, processual transparency should also be ensured for HCPs, as citizens 
voiced concern that otherwise HCPs would not upload data to the platform. Citizens 
saw the HCPs as crucial collaborators in the data work of collecting previous and new 
health data, resulting in a complete and reliable data collection. For both, HCPs and 
researchers as potential professional users of the Smart4Health platform, it was crucial 
to be able to get information about the provenance of data, so that their reliability and 
potential value can be assessed (see also MyTrusted). 

Only if transparency is ensured in all three above-mentioned dimensions citizens 
themselves feel able to enact control in the first place and thus embrace the 
empowered citizen role promised by the platform.   
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5.3 MyTrusted: Sharing data with trusted actors  
“MyTrusted” refers to the functionality of sharing data with another trusted individual, 
whether in private or health care contexts. As such, it sets the citizen user in relation 
with either another citizen or a health care professional (HCP). In the following, the 
identified problem areas are thus between the sharer and the sharee.  

 

Transparency of actions and data usefulness 

In sharing, the processual dimension of transparency (as explained in the section above) 
matters most. From the engagements in wave 3 it was particularly apparent that 
citizens (as sharer) need transparency provided by the app before starting the sharing, 
about the effects their actions would have during and after it. Only then they would 
feel in control of this process and thus safe. This includes for example knowing exactly 
which action gives access to which selected data by being asked for confirmation, being 
aware that shared documents cannot be revoked after giving access to them, or having 
a clear indication with whom data is currently being shared. For example, the necessity 
to communicate a web-address in order to share was not realised before starting the 
sharing process, which caused irritation – spelling out a detailed web-address face-to-
face was perceived as quite uncommon, also for digitally literate participants. When 
finally sharing data, and for it to be useful for the care relation, the HCPs as receiving 
end needed to know what the citizen user might have done with the data before 
sharing it. 

HCPs for example need to know if and which parts of the medical history (being 
integrated in the user portal) have been self-reported and be able to distinguish 
between medical and self/patient-reported diagnoses/data to act on intelligible 
grounds6. This is also strongly related and supported by the need of citizens to separate 
their health-related data from health data in their collection, precisely for ensuring that 
the shared data is useful for HCPs and for the citizen’s health in return. We will delve 
further into the control of data in the next section. The point here, however, is that 
particularly HCPs need to be able to quickly assess the quality and reliability of the 
shared data, and thus if it is useful to support the care work and if it does not disturb 
by adding time-consuming data work. This refers to both the content level of shared 
data, as well as the current work practices in place. While the latter is followed-up on 
in the third section, the former means that the data content needs to be recognizable 
for the HCP, for example by seeing unambiguous document titles with the option of 
having them translated by the app into the HCPs’ language, or when a diagnosis was 
received and if it is still acute in the moment of sharing. In essence, HCPs thus need to 
be able to trust the data that is being shared with them in order to be supported in the 
care interaction and ultimately agree to using it. 

 

 

 

 
6 The challenge for citizens to self-report on risk factors in the medical history through an extensive list of conditions 
has been reported in detail in D1.5.  
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Control over data and citizen-HCP relation 

In order for citizens to feel in control of their data in the context of sharing, the theme 
of being able to select what to share was very prominent. This ranges from fine-grained 
options, over larger groups of data to selecting all at once. Being in control also entails 
for citizens that no pre-selection of data to be shared is made for them, but that they 
need to opt-in to select whatever they want to share without restrictions in scope or 
content.  

Having such control, however, is also recognized by citizens as a potential pitfall of 
sharing sensitive data inadvertently, for which they would then be responsible. 
Therefore, the need to exempt data from being shared/to hide data was voiced as a 
mechanism to mitigate such potential mistakes, which otherwise would only be 
possible by deleting those data and would run against the objective of using the app 
for collecting data. Regardless of that scenario though, the option of deleting data also 
supports the overall need for being in control over one’s data collection. 

The moment of actually selecting data for sharing is also crucial. Particularly in a 
consultation with an HCP, citizens would like to clearly know what the sharee/HCP 
needs, and HCPs would like to know what data the citizen could share. For one, also 
HCPs expect that citizens have the choice of selecting specific data, in order to only 
share a specific set of data and to avoid having to use time for sifting through diverse 
not so relevant data. For another, the categories provided by the app, and being able 
to freely choose from them, is important. These categories serve as basis for 
communicating about the data collection as well as for navigating in it. HCPs thus 
expect to see shared data in a well-structured manner. Furthermore, the consistency 
between HCP’s view and that of the citizen is important, as well as being able to filter 
the shared data to quickly find the way to relevant data. Similar to citizens’ choice in 
selecting what to share, HCPs also expressed the need of selecting what to download, 
to avoid having to download redundant data (e.g., an entire document with multiple 
attachments, when only one is relevant). Yet, also in this situation citizens are still in 
need to remain in control about their data, for example by agreeing that the sharee 
downloads data, being able to end the sharing session for both parties and determine 
when the granted access rights end. 

 

Temporalities in the process and HCP work 

With regards to the current work practices of HCPs in place, the need for a seamless 
integration of the sharing process into the time-pressed care work context is of 
paramount importance. This finds expression in rather avoidant terminology such as 
not having to help the citizen/sharer to fill out things in the app or to deal with time 
constraints imposed by it, e.g., a timer ending the sharing session and thus disrupting 
the care interaction, which should be supported by it. In essence, this underlines that 
the temporality inscribed in the app such as a timer running in the background, needs 
to be subordinate to that of the HCP work, and not the other way around. 

On this end, the received input strengthens the need for socio-technical inter-
operability in practice. Thus, the app needs to be able to integrate as much as possible 
into the existing care work, while requiring as little as possible adaptation from HCPs 
into the data work with it. Thereby the sharing of data can ensure that: it saves time 
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instead of demanding more, eases work instead of complicating it, and the data work 
does not stand in competition with the health care work but rather supports it.  

However, the same goes for the citizen-facing end of activities with the app, as citizens 
expect to not get logged out by their app without prior notice, or without having had 
the chance to intervene or define oneself if and how long such a timer should run and 
be able to log them out. Otherwise, the app would be in control of this temporal 
dimension, not the citizen.  
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5.4 MyScience: Providing data for research 
The MyScience notion refers to the functionality of providing data for research. Before 
citizens are able to do so, they have to install the MyScience App on their mobile 
devices and sign the informed consent for data provision.  

 

Being in control through transparency  

As in the previous sections, control showed to be the central category also with regard 
to data provision for research, with transparency as crucial for ensuring a feeling of 
control. When people consider providing their health and illness data for research, they 
are aware that the data are of potentially high value and they see this data as linked to 
their person/identity. The further data moves away from their reach (e.g., because they 
do not know/cannot assess the actors working with their data and the purpose of that 
work or the institutions they are associated with) and the less control they have over 
the purpose and actors of data access, the more forcefully they want to cut the link 
between the data and themselves (e.g., through full anonymization).  

Transparency, thus, is crucial. If citizens agree to provide something they perceive as 
being of potential high value (i.e., their health data) they clearly expect, in return, to be 
respected as equal partners. They want to be taken seriously, want to get a realistic 
account of the processes and not an embellished version and underline that they 
intuitively recognize if the latter is the case. They interpret the behaviour of hiding 
important information either as cheating or as a form of paternalism, rejecting both.  

In general, if the processes, possibilities and limitations of providing data for research 
are made (verbally and infrastructurally) transparent, trust seems to be substantially 
stronger. Also, in the case of data provision we see clear reference to the three-
dimensional transparency mentioned above. Concretely it was argued as follows.  

First, we saw the need for informational transparency, informing users about choices 
that can and cannot be made. This includes the selection mechanisms of data to 
provide for research or the potential pathways of data, to mention two points 
repeatedly raised.  

Second, while citizens are aware that data literacy is key, processual transparency 
would be supported by consistent representations of health data across the platforms. 
If a citizen as user of the citizen health data platform has become familiar with how the 
data is represented there and knows how to navigate this part of the infrastructure, 
the data representation in the data provision process should not differ substantially in 
order to make selection a rather straightforward process. This means that the citizen 
health data platform and the research data platform need to be consistent in 
communication and representation. 

Finally, informational and relational transparency was called for with regard to risks 
and protection as well as to governance and responsibility. Citizens expect clear 
communication concerning the protection of their data and they expect assurance that 
their data cannot be connected to them by actors unknown to them. They also want 
to know whom they can turn to, in case something goes wrong – this was seen as key. 
Accountabilities need to be defined, assumed by the relevant actors and communicated 
transparently. Furthermore, citizens were clear on wanting to get an understanding of 
who will be able to access data, under what circumstances and for what purposes as 
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well as how and by whom the decisions are made for researchers to access data in the 
first place. The Data Access Committee was perceived as a powerful body of control. 
Citizens thus wanted to know about who the members are and who they are affiliated 
with. Without transparency in this regard, trust cannot be built.  

In a similar way, researchers voiced the need of knowing in detail the rules and criteria 
for access - including the duration of data use -, in order to perceive the data access 
process as fair and transparent and receive an explanation on the criteria not met, in 
case their application for data access was rejected. Also, temporalities were highly 
relevant; researchers wanted to have information on the timeframes of processing 
their applications, reassurance, that the decision-making process was fast and a 
confirmation that their application had been received and was processed, so to position 
themselves on the timeline.  

 

On the relation between transparency and choice 

As mentioned in the section on MyHealthView, participants largely did embrace the 
role of an active citizen, who is ready and willing to control their health data and make 
choices. In the context of MyScience, however, citizens tended towards having 
transparency regardless of how choice was possible. If choice was given, transparency 
was also seen as relevant. However, if there was no choice offered, they underlined 
the importance of transparency with regard to the reasons of why this is the case.  

Both, choice and transparency have instrumental expressions, which are captured in a 
number of user requirements (see Annex I). Choice can be made instrumental through 
offering concrete selection possibilities, e.g., for what and by whom data may or may 
not be used or if citizens want or do not want to be re-contacted. The expectation of 
transparency was expressed by notions such as to be shown, to be informed, to be 
notified. In general, we witnessed the need for information on what actually health 
data is, what data provision and research with data actually means and what citizens 
can proactively decide, i.e., within what predefined limitations choices can be made.  

Choice was also essential with regard to the research purpose, the future location of 
the data, the responsible actors and institutions as well as the kind of data to be 
provided. Choice had a clear temporal dimension. Citizens expected assurance that 
their choice would be respected not only in the here and now, but also in the further 
course of the data journey (Bates et al. 2016), i.e., choice needs to be respected 
throughout the process of using data for research. Dynamic consent, here, could 
support the placement of a transparent process which allows to revisit choice.  

While choice was explicitly sought after, it was also seen as challenging and not 
everybody was perceived as being able to make well-supported choices. Citizens 
pointed to informational, knowledge-, literacy- and labour-related differences between 
people and groups of people. However, if choice is not given and thus control cannot 
be exerted, they expect a clear explanation why this is the case, an explanation that 
takes them seriously. This, again, ties these statements to the transparency dimension. 
Choice thus needs to be possible and information has to be accessible in order to add 
depth, if this is wanted (e.g., the evaluation of the data access committee or of the data 
access criteria). If a person then makes use of choice or not, e.g., because they are not 
capable or willing of doing so, is secondary.  
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The importance of a consistent user experience and role 

If citizens accept the role of an informed, active, rational and self-determined actor 
when it comes to the health data platform, then they expect a similar role for them 
with regard to the research platform. If the relations to the two platforms are 
experienced very differently, this causes irritations and potentially diminishes their 
readiness to become a provider of health-related data. Actually, citizens expect being 
able to decide which data to provide, assessing if the protective measures are 
appropriate and taking over the responsibility if something goes wrong. At the same 
time, we met ambivalent feelings. They partly fear they lack experience to make the 
choice of data provision for research, caused by insecurities and feelings of being 
overchallenged.   

However, transforming people into better informed, data-literate citizens will not be 
enough to get them on board for data provision; we had to learn that their assessment 
of the infrastructure is complex, situated, shifting. There is not one position they have 
towards the platform, but they sometimes shift registers in their thinking, assessment 
and evaluation, depending on what element they focus on. For instance, the narrative 
of public interest and benefit was often not seen as credible, as industry actors, 
particularly from the pharma industry, were routinely assumed to be on board. If there 
is neither choice nor transparency with regard to their ex- or inclusion, citizens 
immediately reject the narrative of public interest and collective benefit. This shows 
that trust/scepticism is not absolute, but an expression of the situated perception of 
the platform infrastructure (including the enrolled actors and mechanisms of value 
generation) and citizens’ setting themselves in relation to public and/or 
private/corporate institutions. 
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6 Summary and final considerations 
The objective of this deliverable has been to specify a third set of user requirements 
that describe the functionalities of the platform, to identify the related performance 
criteria, and to elaborate on the key points and outline the main challenges that the 
platform infrastructure needs to address.  

In Chapter 3 we discussed our methodological approach, in particular in and after the 
COVID-19 lockdowns. We first revisited the general approach to co-creation and 
offered some reflections on our methodological toolbox. Then, we delineated our 
third-wave engagements with citizens, health care professionals and researchers. 
Furthermore, we introduced the Friction Input and Story Collector (FISC) as an important 
methodological addition to our toolbox. Finally, we closed the chapter with an account 
of the project’s engagements with policy actors so far. 

In Chapter 4, then, we gave an update on Smart4Health’s approach to ensure 
performance accountability (as introduced in D1.5). The chapter started with a 
recapitulation of the work with the project-internal Performance Accountability Table 
(PAccT), moved into a description of the restructuration of the PAccT and the user 
requirements therein. As reported, the restructuration happened according to the six 
broader functionalities of the platform – the Use Design Cases (UCDs) MyHealthView, 
MyTrusted, MyScience, MyTime, MyWork and Mob.E.Health – and involved also a 
refinement and consolidated specification of the URs and PC. The chapter ended with 
an overview of the technical implementation of the URs so far.  

In Chapter 5 we presented the main problem areas of the platform infrastructure, 
which resulted from the qualitative analysis done for the consolidation of URs across 
waves. The aim of the chapter was to provide high-level insights from engagements 
with users regarding their needs and concerns when it comes to the platform 
infrastructure in-the-making. The analysis followed the UDCs MyHealthView (the 
functionality of overviewing, managing and navigating data), MyTrusted (the 
functionality of sharing data with trusted actors) and MyScience (the functionality of 
providing data for research) and summarized the key challenges that need to be 
considered for the platform prototype to be functional, meaningful, and sustainable 
from a user perspective. We showed that certain aspects, such as transparency, control 
and choice, but also other features were prominent across all UDCs. Furthermore, it 
was clearly visible that the discourse on citizen empowerment did create quite high 
expectations on the side of users and thus calls for taking these promises very seriously 
when realising the platform prototype. 

The URs and PC themselves were this time not included in the core text of the 
deliverable, which more strongly focused on the high-level insights from the analysis 
and the key points. Instead, the updated, consolidated and restructured list of URs and 
PC spanning wave 1-3 of co-creation were incorporated in the Annex.  

The focus in the next wave of co-creation will be on cross-border care and in the 
further course of WP1 we will therefore continue to work with citizen users in the 
diverse settings of the CUCs. Qualitative interviews and other forms of engagement 
with medical personnel, nurses and other HCPs as well as nurse researchers were 
shifted to the beginning of the next wave of co-creation (September 2021 – April 2022, 
analysis to be presented in D1.7, M40) and will particularly look into to professionals’ 
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needs at the clinical level in multi-language cross-border settings, e.g., with regard to 
medication plans and translation of drug names.  

The URs and PC developed in wave 4 will be introduced into the list of URs/PC, 
structured according to UDCs. Furthermore, the analysis of the material collected in 
user engagement exercises will further substantiate the high-level insights and key 
points to consider presented in chapter 5. Further developments of URs/PC, high-level 
insights and key points will be presented in form of further reports on user 
requirements and performance criteria in D1.7 (M40). 

Aspects of language translation, especially diagnoses and pharmaceuticals, will be 
specified during the upcoming reporting period, when (test) users will have structured 
data ingested/uploaded to their accounts.  

Furthermore, we will continue to adapt our methodological toolbox and develop 
additional methodological approaches for facilitating co-creation processes. A chapter 
reflecting on the re-usability of our methodology for similar projects will be presented 
in the deliverable concluding 1.7 (“Final Report on User Requirements and 
Performance Criteria”, M40). 
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Annex 

List of user requirements and performance criteria (Y1-3) 
This annex provides the list of User Requirements (URs) and Performance Criteria (PC) 
that have been elicited and developed in the first three waves of co-creation. While 
the URs and their PC are still grouped according to situations (as in D1.3 and D1.5), 
they are now structured according to the Use Design Cases (UDCs), as they describe 
and define the main functionalities of the platform infrastructure. The process of 
arriving at this new structure has been described in section 4.2. 

Furthermore, a column has been added to the right side of the table that provides 
information of where the respective UR is currently located in the Performance 
Accountability Table (PAccT). Please note that the position of the UR in the PAccT is a 
snapshot, due to the PAccT’s dynamic character.  

 

 

 

(P)UR User Requirement from Wave 1 

(P)UR User Requirement from Wave 2 
(P)UR User Requirement from Wave 3 
(P)UR User Requirement is no longer applicable 
PC Performance Criterion from Wave 1 
PC Performance Criterion from Wave 2 
PC Performance Criterion from Wave 3 
PC Performance Criterion no longer applicable 
PC Performance Criterion developed from a User Requirement 

Requirement At the point of writing, this UR is located in the Requirement 
Space of the Performance Accountability Table 

Integration At the point of writing, this UR is located in the Integration 
Space of the Performance Accountability Table 

Validation and 
Assessment 

At the point of writing, this UR is located in the Validation 
and Assessment Space of the Performance Accountability 
Table 
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1. User requirements and performance criteria from UDC MyHealthView (Y1-3) 
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2. User requirements and performance criteria from UDC MyTrusted (Y1-3) 
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3. User requirements and performance criteria from UDC MyScience (Y1-3) 
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4. User requirements and performance criteria from UDC MyTime (Y1-3) 
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5. User requirements and performance criteria from UDC MyWork (Y1-3) 
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6. User requirements and performance criteria from UDC Mob.E.Health (Y1-3) 
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